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HPE SecureMail for
Good Dynamics

Best-in-class email encryption for the mobile workforce

Benefits:
« End-to-end protection for emails and
atfachments

« Single control point for regulation
compliance

« Seamless user experience
« Single authentication

» End-to-end encryption extended to
external recipients

Corporations around the world are leveraging
enterprise mobility o improve customer
engagement, employee productivity, and
operations. However, as more and more data is
distributed and communicated through mobile
devices, it is imperative to ensure the security
and integrity of all personally identifiable
information (PID, personal health information
(PHD, and other sensitive data-in-moftion,
in-use, or at-rest.

End-to-end email
encryption now in the
Good Dynamics platform

HPE SecureMail for Good Dynamics

brings the best-in-class, end-to-end email
encryption solution fo one of the most secure
entferprise mobility management (EMM)

platforms. HPE SecureMail enables email
encryption while Good Dynamics provides a
device-independent platform for encrypting
mobile app data and securing customer

data. Together HPE SecureMail and Good
Dynamics simplify regulation compliance, user
experience, and management for enferprises.

HPE SecureMail is used by some of the
largest banks, insurance companies, and
healthcare organizations in the world to
ensure protection of Pll, PHI, and other
sensifive information being shared internally
among employees and externally with
customers and partners. For instance, using
HPE SecureMail, financial institutions have
confidently moved from paper to electronic
communications, delivering monthly financial
statements confidently and securely via email
fo their clients.
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Integration highlights:

« Sensitive information flows through
the Good Dynamics secure mobility
platform

« Shared fokens for single authentication

« Single point of configuration and
management

« Simple experience for viewing secured
emails inside the Good Work container
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Figure 1. Integration overview
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Likewise, as organizations mobilize, they cannot
compromise corporate security. The Good
Dynamics platform utilizes next-generation
containerization to protect all corporate data.
With FIPS-validated crypto, Common Criteria
EAL4+ certification, and years of usage in the
most-demanding environments including over
half of the Fortune 100 organizations, including
all of Fortune 100 commercial banks and 9 of
11 Fortune 100 insurance companies, it is the
gold standard for mobile security.

Control regulation compliance
from a single point of trust

HPE SecureMail for Good Dynamics protects
emails and attachments to meet requirements
on data security compliance in highly
regulated environments. By allowing users
fo send and receive encrypted emails within
Good Work, a business-class collaboration
application built on Good Dynamics; it
cenftralizes all sensitive communications
within a corporate-controlled and secure
environment. It is also a single point of

frust. This architecture makes regulatory
compliance and reporting easier fo manage
by containing the scope to within approved
secured applications built on the Good
Dynamics Secure Mobility Platform.

Complete protection and
seamless experience on mobile

The HPE SecureMail solution is available for
desktop, cloud, and mobile that is scalable
to millions of users. HPE SecureMail adds
protection from endpoint to endpoint by
encrypting emails at the user’s desktop

or mobile device. On mobile devices, the
HPE SecureMail mobile app is available for
Android and iOS devices and works with
existing email client applications without
requiring an additional secure mobile inbox
or webmail.

The HPE SecureMail integration with Good
Dynamics enhances user experience and
security by enabling all the functionality of
HPE SecureMail within the Good Dynamics
container.

User experience features include:

» Single authentication: Users authenticate
only once with their Good Dynamics
credentials to send and receive encrypted
emails via the HPE SecureMail app.

Automatic detection of HPE SecureMail
messages: Good Work email client detects
an encrypted email from HPE SecureMail
and automatically opens it in the

HPE SecureMail mobile app.

Protection beyond Good Dynamics users:
HPE SecureMail extends end-to-end
profection to the external recipients that are
not a part of the secured corporate network
or secure mobile platform. Customers and
partners who receive secure messages on
external devices are able fo receive and reply
securely fo encrypted messages through

the HPE SecureMail mobile apps or zero
download messenger (ZDM) web inferface.

HPE SecureMail integration
with Good Dynamics

HPE SecureMail integrates tightly with
Good Dynamics and client-side applications,
enabling simple management, configuration,
and user experience. Administrators use

the HPE SecureMail Management Console
to configure and manage the integration
with Good Dynamics from a single location.
HPE SecureMail also leverages Good
Dynamics tokens for authentication thereby
enabling single sign-on for users.

Learn more at
voltage.com
hpe.com/software/datasecurity
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